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An introduction to Sophos

• Founded and HQ in Abingdon, UK

• 3,000+ employees

• 250,000+ customers

• 100+ million users

• SophosLabs threat research facility
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Sophos HQ, Abingdon, UK
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Sophos history
Evolution to complete security

1985

Founded in Abingdon 
(Oxford), UK

Peter Lammer 
c1985

Jan Hruska
c1985

Divested non-
core Cyber 
business

Acquired 
DIALOGS

Acquired 
Astaro

2011 2012 2013

Acquired 
Utimaco
Safeware AG

20081988

First 
checksum-

based 
antivirus 
software

1989

First signature-
based antivirus 
software

1996

US presence 
established in Boston

Voted best 
small/medium sized 
company in UK

Acquired 
ENDFORCE 

2014

Acquired 
Cyberoam

Acquired 
Mojave 

Networks

Acquired
Barricade

IPO London 
Stock Exchange

Launched 
Synchronized Security

2007 2015

Acquired 
Surfright

2017

Acquired
Invincea

2016

Acquired
PhishThreat

Acquired
Reflexion
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Relevant numbers for this presentation

13,000

400,000

75%

27%

7849

42%

93%

193
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1997



2007



2018



Today’s threat landscape
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INCREASED ATTACK 
SOPHISTICATION

GROWING RISK 
AWARENESS

VANISHED 
PERIMETER

EXPANDING 
ATTACK SURFACE
• Multiple platforms (Windows, OS X, Linux)
• Mobile devices (iOS, Android, phones, tablets, wearables)
• Internet of Things (IoT)

• High profile corporate hacks
• High profile personal hacks
• Government surveillance allegations (Snowden leaks)
• Regional compliance regulations (e.g. PCI compliance, data privacy)

• Cloud-based storage (Dropbox, Box, OneDrive)
• Social media (Facebook, Twitter, LinkedIn)
• Remote offices
• Roaming workers
• Public cloud (AWS, Rackspace)
• BYOD

• Crimeware-as-a-service (Vawtrak, Lizard Squad)
• Cross-pollination 

(APTs <--> crimeware)
• Crypto ransomware



The age of personalised malware

75%

75% of the malicious 
files we detect are 
found only within a 
single organization. 

Source: SophosLabs

400,000

SophosLabs receives and 
analyses 400,000 previously 

unseen files each day.



The challenge of addressing new threats
Software vulnerabilities reported by year 

Source information NIST National Vulnerability Database as of 26th July 2017
https://beta.nvd.nist.gov/vuln-metrics/visualizations/cvss-severity-distribution-over-time

.
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Up to 26th July 2017



Top threats worldwide
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Ransomware
42%

Exploits
40%

Generic 
Malware

10%

Cryptocoin
Generator

5%

Malvertising
3%

• Exploits
o Industrialised attacks

o Flash, Downloader, JS redirect, 
Malvertising

• Ransomware
o Dropper, Phish, Shortcut, Doc Macro

o Successful attacker can earn up to 
£300,000 in a single month

• Phishing
o 93% of phishing emails have a 

ransomware payload (CSO Online)
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Known to Unknown
75% of malware inside an organisation is unique to 
that organisation

Summary of evolutionary threat trends

Large to All Organisations
70% of all organizations reported a compromise in 
the last 12 months.

Simple to Industrialized
As Malware-as-a-Service platforms evolve, payloads 
are being monetised on the Dark Web with the same 
market pressures we see govern any industry

Volume to Targeted
Exploit kits cause over 90% of all data breaches

Malware to Hacking
63% of data breaches involve stolen credentials

Everyone to Vulnerable
Average time to fix vulnerabilities is 193 days

Threats Targets

(Source:  Sophos Labs)

(Source:  NSS Labs)

(Source: WhiteHat Security)(Source:  Verizon DBIR)

(Source:  Sophos Labs)

(Source:  FBI / InfoSec London)



How today’s threats particularly impact 
the NHS

21







Silo mentality
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“Silo mentality is an attitude that is 
found in some organisations; it 

occurs when several departments 
or groups within an organisation do 

not want to share information or 
knowledge with other individuals in 

the same organisation. A silo 
mentality reduces the 

organisation's efficiency and can 
contribute to a failing corporate 

culture.”



Ratio of IT staff to users
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• Out if kilter with investment banks etc.

• Simplicity and ease of use is key.

• Security is only effective if it can be used.



Budget
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• The challenge of getting the board to listen and to prioritise spending on 
cyber security.

• Made a little easier of late due to high profile events such as WannaCry.



Losing control of email
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Those are some of the issues and so 
what are the solutions?
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Have an integrated security plan that does not stifle 
productivity
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• To fully understand your cyber threat and risk exposure, you should carry 
out a rigorous security review to identify risks, understand vulnerabilities 
and assess the impact of a cyber-attack. 

• Only then can you create an integrated cyber security plan that 
incorporates technical, human and physical defences to deliver effective 
protection without deterring productivity.



Follow best practice
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• Many security breaches can be prevented by 
ensuring existing cyber defences are deployed at 
full strength. 

• Too often NHS organisations invest in cyber security 
solutions but fail to deploy them fully – significantly 
reducing their effectiveness and increasing the 
likelihood of a successful, but preventable breach.

• To ensure you are getting the maximum level of 
protection from your existing security solutions we 
encourage all NHS organisations to follow the best 
practice guidance offered by your trusted security 
partners and vendors.



Have a tried and tested incident response plan

31

• Work on the assumption that an attack will happen and ensure you have a 
tried and tested incident response plan than can be implemented 
immediately to reduce the impact of the attack.



Identify and safeguard your sensitive data

32

• It’s almost impossible to protect all your data all of the time, so identify the 
information you keep that would harm your organisation if it were stolen 
or unlawfully accessed and implement suitable data security procedures to 
ensure it is appropriately protected.



Education, education, education
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• Too many cyber breaches are caused by the inadvertent actions of users.

• It is vitally important that users are educated about the cyber risks they 
face and the safeguards in place to protect them. 

• Users should also understand their individual cyber security 
responsibilities, be aware of the consequences of negligent or malicious 
actions and work with other stakeholders to identify ways to work in a safe 
and secure manner.



Clichéd slide alert!
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It’s time to move to the next phase of consolidation

• Previous consolidation has focused on driving down costs.

• It’s now time to take a systematic approach to security and to break out of 
the silo mentality.



Synchronized Security = better security

Sophos Central

Cloud Intelligence

Sophos Labs

Analytics | Analyze data across all of Sophos’ products to create simple, actionable insights and automatic resolutions

| 24x7x365, multi-continent operation |
Malware Identities | URL Database | Machine Learning | Threat Intelligence | Genotypes | Reputation | 
Behavioral Rules | APT Rules | App Identities | Anti-Spam | DLP | SophosID | Sandboxing | API Everywhere

Admin Self Service Partner| Manage All Sophos Products | User Customizable Alerts | Management of Customer Installations

Next-Gen Endpoint

Mobile

Server

Encryption

Next-Gen Firewall

Wireless

Email

Web

In Cloud On Prem
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Source: Gartner, January 2017

The Sophos Synchronized Security 
approach allows endpoints and  firewalls 
to share threat intelligence and context, 
and can automatically trigger and 
orchestrate full-system scans, or isolate 
the endpoint from the network.

“ “
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Security Heartbeat™

Automatically responding

Sophos is the only vendor to use system health in firewall rules

Security Heartbeat™

Servers

XG Firewall Sophos Central

Security Heartbeat™ links Endpoints 
with the firewall to monitor health 
and immediately share the presence 
of threats.

Instant Identification
Security Heartbeat can 
instantly share telemetry 
about the user, systems and 
process responsible

Automated Response
Automatically isolate, or limit 
network access, and encryption 
keys for compromised systems 
until they are cleaned up 

Internet

XG Firewall Endpoints
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Cloud Intelligence
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Endpoint/Next-Gen EndpointUTM/Next-Gen Firewall Missing Heartbeat Detection
Identifying & isolating compromised endpoints

Synchronized Security

Destination Heartbeat
Block access to compromised servers and endpoints

Dynamic App Identification
Insights and control over unknown app traffic



Getting to the source - Root Cause Analysis
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Sophos RCA provides

• Detailed forensic-level analysis that 
illuminates the root-cause of attacks and 
their paths through the organisation

• Offers prescriptive guidance to help 
remediate infections and bolster security

Enabling insights into the root cause 
and path of infection



In reality, users look much more like this…

Most firewalls see users this way…



Proactively identify risks before they become problems
You can take action before HR needs to



Rich on-box reporting with over 1000 reports
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Sophos is the only vendor to offer this level of rich on-box reporting

Risk: Low
A few high risk applications and users are 
operating on the network – continue to 
monitor the situation carefully

Risk: High
Take action and setup an application 
control policy before data loss, abuse, or 
illegal activity become a real problem

Sophos is the only vendor to offer this level of rich on-box reporting



Next-Gen Endpoint 

Script-based 
Malware

Phishing 
Attacks

.exe 
Malware

Non-.exe 
Malware

Malicious 
URLs

Removable
Media

Unauthorized
Apps

Exploits

Synchronized 
Security

Sophos Central 
Mgmt.

Root Cause 
Analysis



Stopping ransomware by behaviour

DATA PARTITION

WIPEGUARD

CRYPTOGUARD

SYSTEM / BOOT 
INFORMATION .DOC .JPG .XLSX

• CryptoGuard & WipeGuard = Anti-Ransomware

• CryptoGuard File Protection

• Automatically Reverts Affected Files

• WipeGuard Disk & Boot Protection

• Prevents Master Boot Record Tampering

1. Monitor File Access – just in time copies taken

2. Detect Attack – malicious process stopped

3. Rollback – original files restored

4. Root Cause Analysis – visualize the attack



Sophos Sandstorm
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Cloud-delivered, Affordable, Next-Gen Sandbox

Available in:
• XG Next-Gen Firewall
• SG UTM
• Secure Email Gateway
• Secure Web Gateway



Those numbers is summary

13,000 – the number of viruses in the wild in 1997

400,000 – the number of new samples seen every day

75% - the proportion of unique files seen of the 400,000

27% - of all malware ever has been seen in the past 12 months

7849 – the number of new vulnerabilities seen this year so far

42% - the percentage of all threats seen worldwide which is ransomware

93% - of phishing emails have a ransomware payload

193 - days is the average time taken to fix a vulnerability





Questions?


